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Abstract Recently, several public and private sectors such as governments, companies and universities use
Information and Communication Technologies (ICT) to transform paper-based systems into electronic services.
E-service systems may expose to various electronic attacks such as identity theft and phishing attacks. Attacks
are classified into insider and out sider attacks. Several studies show that, insider attackers are more
dangerous than out sider attackers. Non-financial organizations such as civil registers and universities
organizations have sensitive and valuable information may expose to insider attacks. In this paper, we select
Student Information System at Sebha University-Faculty of Science as a case study in order to investigate the
susceptibility of end users to insider attacks using social engineering and phishing techniques. We performed
two steps to achieve our goal. Firstly, we develop a conceptual model of an attacker instead of performing a
real attack. Secondly, we made a survey questionnaire in order to assess to which extent end users are
susceptible to insider attack based on the conceptual model.
The analysis of end user’s responses using statistical tests show that, large number of end users at the target
organization is susceptible to insider attack easily. Weak of computer skills and lack of information security
culture are the most factors enable insider attack to success attacking the organization. Therefore, Sebha
University-Faculty of Science needs to improve the skills as well as security culture of their end users to protect
end user’s records as well as resources. Training end users to create their emails and their online accounts by
themselves is one possible way to improve skills. Awareness end users with risks of electronic crimes by
seminars are another way to improve security culture.
Keywords: Cyber security, Phishing Attacks, information security threatens.
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Introduction

During last two decades several private companies, E-services are defined as “services that are
universities and governments use Information and produced, provided, and/or consumed through the
Communication Technologies (ICT) to transform use of ICT networks such as Internet-based
paper-based systems into electronic services such systems and websites”[1]. Therefore, to automate
as e-commerce, e-government and online banking. manual routines, information systems are
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important tools in public and private sectors. The
most common features of such transformation are
improve service delivery, increase transparency
and cost-effective[2]. On the other hand, online
accounts and e-service systems are exposed to
various attacks as a result the number of cyber-
crimes has been increased.

Attacks are classified into outsider and insider
attacks depend on whether an attacker belongs to
the attacked system or not. Several researches
investigate external attacks against financial
organizations. For example, Havasi shows that
security vulnerability, lack of knowledge of end
users and user interface are the major issues
challenge electronic banking and may leads to the
failure of bank transitions [3]. On the other hand,
non-financial organizations also, have valuable
information needs to be protected against attacks
specially, insider attacks.

Insider attacks are considered the most difficult
problem to deal with, because an insider attacker
has much information about the target
organization than outsider attackers. The most
common techniques wuse to attack online
application are Cross-Sit Scripting, SQL injection,
Denial-Of-Service and Web spoofing[4][5][6].For
instance, in 2008, one study reported that the
number of phishing organizing electronic crimes
cases increased by 300% every year [7]. Each
attack site may be used to defraud hundreds or
thousands of victims, and it is likely that many
attack sites are mnever detected. The main
mechanisms of Web spoofing include phishing and
social engineering attacks. Kevin Mitnick defines
Social Engineering (SE) attack as “using influence
and persuasion to deceive people and take
advantage of their misplaced trust in order to
obtain insider information”[8].Researchers have
proved that, human end users are the weakest link
in the security chain. That means secure systems
may be broken by their own users. Therefore, it is
easier for an attacker to gain unauthorized access
to the information and communications technology
infrastructure of an organization through an
individual, rather than trying to penetrate a
security system.

This paper aims to investigate insider attacks
against non-financial organization. To achieve our
goal we develop a Faculty Insider Attack (FIA)
Model to analyze the case study. We select Student
Information System (SIS) at Sebha University-
Faculty of Science as the case study. As the
weakest link of security chain is an end user, we
would examines the extent to which end users are
susceptible to insider attacks using social
engineering and phishing techniques to attack the
specified organization information system.
Related work

Several researchers investigate electronic crimes
against financial organizations. For instance, in
2005, Lynch reported that, financial records of
more than 100,000 customers at Bank of America
Corp. had been stolen by their bank employees and
sold to collection agencies[9]. This reflects that
many researches focus on cyber security against
financial = organization  while non-financial
organization may exposed as well to the attacks.

So, it is important to investigate security threatens
against non-financial organization. Further, it is
clear from the above example that, the attack was
performed by insider attackers. Researchers show
that, security approaches applicable to the
“outsider” may not be equally effective for
insiders[10].
Probst defines insider attacker as “an individual
with privileges who misuses them or whose access
results in misuse”. Access to the system,
Knowledge and trust are the most common
properties of insider attackers[10].
The most common and effective means to perform
insider attacks against information systems is
Social Engineering method and phishing attacks.
Because attackers have realized that it is easier to
gain unauthorized access to the information and
communications technology infrastructure of an
organization through an individual, rather than
trying to penetrate a security system|[8][11].
This paper aims to investigate insider attacks
against non-financial organization. To achieve our
goal we develop a Faculty Insider Attack Model to
analyze the case study. We select Student
Information System (SIS) at Sebha University-
Faculty of Science as the case study. As the
weakest link of security chain is an end user, we
would examines the extent to which end users are
susceptible to insider attacks using social
engineering and phishing techniques to attack the
specified organization information system.
Conceptual Model of Faculty Insider Attack
(FIA)
Concepts and Background of Insider Attack
Insider is defined as all persons that have access to
an organizations information system including
people such as employees. Therfore, Insider attack
is defined as any authorized user who performs
unauthorized actions that result in loss of control
of computational assets[10][12].
The chance of insider attackers to attack an
organization successfully is much more than out
sider attackers due to various
chracteristics[10][12]. The key characteristics as
follows :
= Insiders can be trusted because they are
assumed to be part of the organization’s
culture.
= Insiders have legitimate access to the
organization’s information system.
= Insiders have knowledge of information and
services used in an organization such as
security measures and policies inside an
organization. So, they may have the ability to
violate them.
FIA Model
To avoid performing a real attack against an
organization, we develop a faculty insider model
attack. FIA model aims to clarify attack motivation,
actions, techniques and risks in order to
understand the factors impact the success of such
attack. As shown in the model the attack starts by
exposit vulnerability of end users using various
techniques. Both techniques focus on end user’s
behaviors. Impersonating either student or lecturer
as shown in the model will enable an attacker
performing unauthorized access. The consequence
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of unauthorized access leads the organization to
various risks. The following subsections will clarify
attacks process and techniques.

FIA Attack Motivation

As a lecturer has more access privileges than a
student so, in this model we assume an insider
attacker is a student because, often an attacker try
to gain more access privilege than it has or at least
similar privileges level to gain benefited. Therefore,
the motivation of FIA attack depends on
impersonating student or lecturer.

There are various cases where FAI attack
impersonate student. One possible scenario is that,
if the policy of the university restricted the number
of student in each course then an attacker attacks
registered students for that course in order to
update the impersonator’s record by deleting the
course and later adding the course to attacker’s
record using real credential of the attacker. Such
threatens affects the accuracy of data as a result
the integrity of student’s record is affected. Another
possible scenario motivate the attacker is to
disclose private information of other students such
as results and previous courses marks.

The most danger risks exist when an attacker
impersonate lecturer as a lecturer has more access
privileges than an attacker. This motivates an
attacker to impersonate a lecturer and gain much
authority such as updating marks of students.
Further, an attacker may disclose and illegally
update lecturer’s record in order to place a lecturer
in trouble with the organization.

Student

relationsirp

FIA techniques

It is clear from the FIA model that an attacker focus
on exploit end user characteristics behaviour.
Therefore, Social Engineering and Phishing
techniques are the most suitable for such attack.
As the social relationship trust among students is
much stronger than student-lecturer trust
relationship, so Social engenering technique is
used by FIA attack to impersonate other students.
In general, computer skills level

Figure 1 shows FIA model

various between end users so, students with lack
computer skills may ask one of their close friends
to creat either an email or an account on the
orgnization web application under his/her behalf.
In such cases an attacker use trust relation to
exploit such weakness. Another possible scenario
is that, some end users do not change default
password so, attackers may use trust relatioship to
aknowledge by such information.Students may
writedown thierpassword on a piece of paper or
store it on their mobile device or laptop if the
password is difficult to remember. Those students
are exposed to social engineering attack because,
trusted friends may share use of their own
devices.Lack of internet connection also may
exploit by the attacker because, some studentsmay
asking their trusted friends to act on their behalf
so, they give their credentials( user name,
password). Therefore, such threatness increase the
possability of success lunching FIA using social
engineering technique.

FIA

Unauthorized
Access risks

Organization

Lecturer

Figure. 1 shows FIA model

The second type of the FIA attack is based on the

deception as shown in the model. As we assume the

attacker is a student and the social relationship

between students and lecturers is limited so the

best technique for such attack is phishing attack.

To perform phishing attack an attacker requires

the following steps

=  Specify the target to be attacked

= Collect information related to the specified
target

= Design a strategy that enable to convince the
specified target

= Send a phishing email to the specified target

= Lunch the attack when getting the credential
(user name and password)

The first requirement depends on the motivation of
the attacker which explained at the beginning
section. The second requirement concerns about
the information. Information is classified into three
groups include public information, private
information and secret information. It is easy for
insider attack to get public information such as the
name of the target user and the department.
Private information can be defined as information
known by a group of people such as family,
organization, friends so it is not known by all
people. National Identity number (NID), mobile
phone number, passport number and bank
account number are examples of private
information. Collecting private information is more
difficult than getting public information, but it is
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possible. For instance, with few attempts within
NID website, it is possible to retrieve the required
NID number[13].Social Networks such as Facebook
is another source of personal information such as
mobile number. The third type of information is the
secret information such as the password of an
email account. This type of information is the most
difficult to get. Therefore, in our case study we can
build a record of personal information contains
name, department, NID number, auditing number,
number of children, mobile phone number and
name of courses thought by the target lecturer. NID
number, auditing number and number of children
are collected from NID website while mobile
number is collected from the department or
Facebook. This information are sufficient to
convince the specified target that the email is sent
by the organization to verify the correctness of the
information and no need to reply if all of them are
valid. One possible trick is that, place wrong
random bank account number to enforce the target
user click the link to wupdate the invalid
information. As the target user clicks the link in the
email, a web page under the attacker control is
displayed. The attacker web page should be similar
to the login page of the organization system to make
it as a legitimate login page. This could be done by
use the logo image of the organization and close
similar URL. Finally, if the target user enters the
credential then an attacker can impersonate the
target user otherwise, an attacker try to repeat the
process until convince the target user. Therefore,
performing phishing attack depends on the ability
of an attacker to convince the target user by make
the email appear as legitimate email.

Impact of end users on the organization
Attackers may exploit vulnerability by end users to
attack organization valuable information. As we
explore in the motivation section that, FIA attack
may modify student’s record by deleting or adding
courses. Furthermore, an  attacker may
impersonate a lecturer and modify the marks of
students belongs to that course. These
modifications affect the accuracy of information
and as a result affect the integrity of valuable
information. Another risk may originate by FIA
affects the confidentiality of information such as
displaying either student’s result or lecturer’s
private information. Therefore, the organization
suffers from FIA attack and as a result the
reputation of the organization is effected due to
unauthorized modification is performed. The
following are some impacts of the attacks on the
organization and their end users.
= Abuse students as well as lecturer by
displaying their sensitive information through
social networks as an example.
= Financial lost. When an organization
investigating lunched attack, it provides
financial support for a team that investigates
threatens
=  Accuracy of employee’s records is affected due
to unauthorized access.
= End users lost trust to deal with organization
system.

Due to the above impacts the organization system
may be terminated.

Factors impacton success implementing insider
attack

Based on the techniques use by FIA model, human
characteristics is the main factor exploit by the
attacker. This paper  categorize  human
characteristics that leads to threatens into four
factors as follows

=  Computer skills

=  Social trust relationship

= Awareness of information security culture

=  Availability of access connection
Methodology

This study focuses on users who use the web
application at Sebha University Faculty of Science.
To evaluate the susceptibility of the end users
against the techniques used by FAI attack, we
performed selected SIS system as a case study. The
following subsection will describe the case study
and the method used to collect information.

Case study

Due to rapid advance in Information and
Communication Technology (Icm, Sebha
University has adopted Informatics Development
Project (IDP) in order to automate manual routine
to electronic services using Internet and web
application.IDP project consists of a number of
projects include Student Information System (SIS),
Library Management System (LMS), and E-
Learning Management System.

In this study we focus on The Student Information
System (SIS) as the only one project has been
working as pilot phase. To gain access to the
system, either a

— — 40%

2 - + 30%

— — 20%

—3 — 10%

— T T T — 0%
Availability of Awarenessof SocialTrust Computer
Access Information Relationship Skills
Connection Security
Culture

Figure. 2 shows the average means of factors
impact on success lunching an attack

student or a lecture needs to register. Gmail
account is considered as an initial requirement for
a user to register on SIS system. Then, a user
should fill other personal and academic
information beside the Gmail account. The system
generates user name and password. The user name
is mix of the first and last name. If the user is a
student, then the default password will be the word
"password", while a lecture has the right to choose
a password. After registration, a student can access
the system to register courses or display results
while a lecture permits to enter courses marks.
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Survey Questionnaire

A questionnaire survey was used. The
questionnaire consisted of 20 questions excluding
demographic information. The demographic
information questions consist of four questions
include positions, gender, age and department. The
questionnaire was built based on the variables
impact on the success implementing FAI attack as
described in the above model section. Therefore,
the questionnaire questions are classified into four
groups. The first five questions collecting
information about end user’s skills. Questions from
six to twelve collect information about social trust
relationship among end users. Questions from 13
to 16 collect information about information
security awareness among end users while the last
four questions collect information about
availability of access connection variable.

We distributed an initial version of a survey
questionnaire to three computer security
professionals in order to verify whether the
questions sufficient to assess the identified
variables. Then, we refined and distributed the
questionnaire among 25 of end users to examine
the clarity of questions by the end users before the
final distribution. These variables are measured
using 5-point Likert scale, which ranged from
strongly disagree to strongly agree. Then, we tested
the reliability of the collected participant's
responses using Kronbach's Alpha test. The ratio
was 0.72 which is much higher than the minimum
acceptance of reliability or stability of 0.60
.Therefore, the stability of the tool and the
correlation between the answers is good and

statistically acceptable.

Discussions

A total of 124 participants completed the survey
over a period of 14 days. Lecturers and students
from all different departments at Sebha University
Faculty of Science are included. The number of
lecturers participated in the survey is 24 lecturers
which represent about 25% of lecturers at Sebha
University Faculty of Science. The number of
students participated in the survey is 100 students
which represents about 15% of all students at the
same organization.

Figure 2 shows the average mean of each factor
that has an impact on success implementing
insider attack based on the participant’s
responses.

It is clear from Fig. 2 that more than 49% of end
users are limited with computer skills. In this
context we defined computer skills as the ability of
the end users to create their emails by their own
and be able to interact directly with the system
without asking others help. The most measures
used in this paper to assess computer skills are the
ability to create an email, the ability to interact
directly with the system, knowledge of legitimate
link to the system and knowledge to contact service
provider. Based on the participant’s responses we
found that, 43% of end users are unable to create
emails by themselves. The majority of end users

who do not have the skills to create emails are
students with 38% while few are lecturers with 5%.
Therefore, large number of students as well as part
of lecturers who are limited with skills to create
emails will use their social relationship by asking
others to create their emails under their behalf. As
a result such groups are exposed to social
engineering attacks.

Further, 32% are unable to interact with the
system by their own. All of them are students. It
reflects that, they give their credentials (username
& password) to others who act under their behalf.
Also, such groups are exposed to social engineering
attack as their credentials will be given to trusted
people such as friends, relatives or might be given
to a third party such as a public service agency. So,
if something wrong happen the system can prove
that the credential has been used but cannot
identify the person who impersonates the real user.
Furthermore, only 16% of participants precisely
identify the link to the system, 4% of participants
are not sure while 80% of participants do not know
the link. Such founding reflects the chance of
phishing attack by exploit lack of precise knowing
the link. As insider attack can get much
information about target to be attacked so, both
end users include lecturers and students are
exposed to phishing by exploit lack of
distinguishing illegitimate links from legitimate.
Therefore, the scenario described in the FAI
technique section is possible to lunch success
attack. The situation will be more risk if the target
is a lecturer as explained in the above section. We
observed that 21 out of 24 of lecturers do not know
the legitimate link to the system. That means large
number of lecturers may expose to fishing attack.
Limited computer skills described in the above
paragraphs is one among other factors enable
social engineering attacks. Individuals with
qualified computer skills may also, ask others help
when they are busy with other business or
sickness. Based on the questionnaire survey
responses, 49% of participant’s response agreed to
ask their close friends to act under behave. It
reflects that, large number of end users disclose
their credentials to others while they are able to
interact directly with the system. 29% of lecturers (
7out of 24 ) ask others to act on their behalf while
54% of students ( 54 out of 100 ) do so. There are
various reasons enforce end users to perform such
negative habits. Time restriction for registering
courses or input marks may indirectly enforce
users to perform such negative habits. Lack of
information security awareness among end users
may enable sharing credentials. For instance, 34%
of student participants and 13% of lecturers agreed
to disclose their private information to their close
friends such as disclose their results, disclose their
NID number and student registration number.
Disclosing such private information reflects the
possibility of lunching success social engineering
attack.
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Table 1 shows participant's response to information security awareness questions

. Agree Disagree | I do not know
Questions Out of 124
Created an email for c.lose. friends within the 36 50 38
organization
Registering courses or input marks under
behalf of others 73 18 33
Using easy passwords 68 33 23
Using one password for all my accounts 41 56 27
Verify email sender’s identity 76 26 22
Configure mail filter t.o prevent unknown 60 492 29
mails

We  converted participant's responses to
information security awareness into 3 scales
instead of 5 scales by combining agree and strongly
agree into agree column while disagree with
strongly disagree are combined in another column
as shown in table 1. 29% of participants ensure
that they created emails for other end users within
the organization. Furthermore, 59% of participants
ensure that they registered courses under behalf of
their friends. 33% of lecturers ( 8 out of 24 ) ask
others to act on their behalf to enter marks. Such
founding indicates sharing passwords among large
number of end users within the organization and
as a result impersonate students using social
engineering attack is possible as well as lecturers.
Users with limited computer skills may give their
credentials to others because they are unable to
interact with the system but qualified users able to
interact directly with the system so, we refer
sharing of passwords among qualified end users to
lack of information security awareness specially
that 55% of participant agreed to use easy
passwords to access the system.
It is clear from table 1 that 20% of participants do
not verify sender’s identity of coming email and
34% do not filter coming mails. More additional,
80% of participants do not identify the legitimate
link to the system as described in the above
paragraphs. Therefore, large numbers of end users
are exposed to phishing attack due to their limited
computer security skills and awareness.
Affordability of access connections such as
availability of Internet and Internet speed as well as
the availability of devices is another factor that
indirectly enforces end users to ask friends act
under their behalf. Based on the participant’s
response to questions related to the affordability of
access connections, we found that 20% of
participants do not have Internet connection and
31% do not have either PCs or laptops. It is clear
from data collected that all lecturers have Internet
connection while few students do not .On the other
hand, 50% of participants who has an Internet
connection but the Internet speed is slow.
Based on the discussion above we could
summarize the characteristics of end users within
Students Information System at Sebha University-
Faculty of Science as follows
= Half of end users with limited computer skills
as they are unable to create email by their own.
= More than half of end users share their
credentials.

= Most of end users do not know the legitimate
link to the SIS system.
= Lack of information security awareness and
skills as they either verify email sender or
filtering coming mails.
= Large number of the end users does not have
Internet connection as a result leads to lack of
access connection.
Due to the above user’s characteristics one might
say that both end users include students and
lectures are exposed to attacks described in the
developed model above.
Recommendations and lessons learned
The chance of insider attackers to attack an
organization successfully is much more than out
sider attackers As described in the concept and
background  section. Furthermore, several
researchers shows that, it is easier for attackers to
gain unauthorized access to the information and
communications technology infrastructure of an
organization through an individual, rather than
trying to penetrate a security system [8][11].
Therefore, the policy makers at Sebha University-
Faculty of Science and other similar organizations
who transform from paper-based systems into
electronic systems should not consider only
security software and tools to protect their systems.
So, assessment end user’s characteristics are
equivalent important as security tools in order to
protect electronic systems. Based on the founding
of the paper and the identified end user’s
characteristic in the above section, both end users
include lecturers and students at the target
organizations are susceptible to social engineering
and phishing attacks. But impersonate a lecturer
exposed the organization to much risks because;
attacker will gain more permission than it has. So,
user name & password is not the suitable user
authentication scheme in this case due to the
identified end user characteristics and the well-
known short come of password technique.
Therefore, we suggest replacement of the existing
user authentication mechanism especially for the
lecturers with other authentication mechanisms
such as one time password and finger print
authentication in order to resist electronic attacks
discussed above. Additionally, we recommend the
following:
= Giving short practical training on Internet
applications such as creating emails &
browser’s features.
= Organization needs to introduce the new
system such as Student Information System
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(SIS) at Sebha University-Faculty of Science.
All end users should learn how to interact
with the system, identify the legitimate link to
the system, permissions of each end user
group and features of the system.
= Educate endusers with information security
awareness and skills by giving seminars on
password management systems, risks of
electronic applications and common attacks
techniques.
= Ensure affordability of access connection
such as develop a laboratory with PCs, laptops
and Internet connection for end users to
access the system.
Conclusion
Non-financial organizations such as civil registers
and universities have sensitive and valuable
information may expose to insider attacks. In this
paper, we select Student Information System at
Sebha University-Faculty of Science as a case
study in order to investigate the susceptibility of
end users to insider attacks using social
engineering and phishing techniques. We
performed two steps to achieve our goal. Firstly, we
developed a conceptual model of an attacker
instead of performing a real attack. Secondly, we
made a survey questionnaire in order to assess to
which extent end users are susceptible to insider
attack based on the conceptual model.
We analyzed the questionnaire survey responses
using descriptive statistical method. Based on the
analysis we realized that large number of the end
users is susceptible to social engineering and
phishing attacks. Limited computer skills, lack of
access connection and lack of information security
awareness are the most common factors enable
mentioned attacks.
Based on the above discussion and founding we
suggest replacement of the existing user
authentication = scheme  with  other user
authentication schemes such as one time password
and finger print authentication especially for
lecturer’s group as they have more permission than
students. We also recommended some steps to be
done to improve the above factors in order to resist
such electronic attacks.
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